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TLS/HTTPS
TLS+DNS
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DNS + TLS:

1. Bbinyck ceptudukara — angd AOMEHHOIo MMeHN;
Certificate issuance — domain name in Subject;

2. [lpoBepka npasa ynpassieHnda — yepes DNS:
Ownership validation — through DNS

2.1. 60NbLIKMHCTBO CNOCO60B NPoOBeEpPKK — nosnaratotca Ha DNS;
most validation methods are based on DNS;
3. be3onacHocTb DNS

DNS security
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EXHXPLTTNE FIP A PR XN BIRE D L LMOOCTT LYETXLABB R £ T PN
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PTTNXEANT AT TETINEXY P EINTXNENTFHITXHTFTINEXN MY
FEPLLTYRBEDPTEANTE I TR PXRTPIBAXNENTYATHE R4 TR ITEYITX
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BIMNRAKTRY DX T PR ATHS PRI PIKHGHT TR YIXE SMP W LXTRYRTY
ITEFTTWAMTHITERDDN [ b= LARN TR LXTEPUNAD PXTENE TR XE XN
TEUTITXNE FXEXNELPRTTRFRRDXCARY PTERINIRE LN T T B3OPKR T
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PETEFTPTRFLPTREXETRTEIFINTFITYRXENNSAB FRIFEXEYT
TEETTITNLBTRTEPTIEXERPTINTFEPREPTIEXERPTINTFEHTRIN
TELPYMENGbXNEFPLEXNIRT I HREXPED PP PRTIF A TRITFTIFX
PRETINTRFRANYTFIYRTPXTB YLK & I TINT L HXXA T LERIXTTT L
FEINTXIXETTENP ERTNENEXNERTIENLETETRERRYPTPITOUITRE
SNINETPTYTED TENG THE DY PO KINT T HTY LANKTETXIRN S LR B RN
P TENRGHE T TTTTHBMRTTR RO TR TN THNER $2 [ TN
TAMXKITY RIMR TR LR BKRENTREFETIFXER P TINFTEXENTTRIYR
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Pekomenpauuu: 3

Modern web i1s HTTPS (TLS)

TLS
TLS: email’ DNS, etC. @® yandex.ru, 5.255.255.55 ]
[+]
ESNI/ECH, DoT/DoH .
Makcumanshan sepcua: TLS 1.3
[+]
TLS 1.2: TLS_ECDHE_ECDSA_WITH_CHACHA20_POLY1305_SHA256
[+]
TLS 1.3: TLS_AES_256_GCM_SHA384
[+]

‘TuM https://audit.statdom.ru/?p=yandex.ru.



Cratucrtuka
Stats

¥Y3nbl, agpecyemMble gomeHamy BTOporo ypoBHsA (.RU)
Nodes in second-level names (.RU)

TLS-ceccusa Ha 443/tcp
TLS session on 443/tcp

TLS-cepTudukatbl ¢ cepsepa
TLS certificates from server

STATDOM.RU
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PocTt
Growth
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PocCT I3MeHeHVe METOVKN
Growth Method change
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KopoTkum cpok
Short term
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TLS-y3nbl, BEO 6
TLS nodes, web e 1 7 X 10
(07/2021, .RU) .

YL

CA Let’s Encrypt: ~ 1.4 X 106 (~g5%)

Sectigo (Comodo) -65000

GlobalSign  ~45000
cPanel, Inc. ~34000

07/2021, STATDOM.RU
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ESNI/ECH (TLS), RU

[nsa cokpbiTua metanHgopmaunu (SNI); 07.2021
To hide metainformation (SNI); RU

ESNI (TXT record)

290569 30H/zones

ESNI — (akcnepumeHTasibHas) noaaepxxka Firefox ckopo 3aBepLumtcs
soon will be retired from Firefox (experimental)

TuM STATDOM.RU
| £



DNS-over-TLS, DNS-over-HTTPS

Google, Cloudflare — XOPOLLO N3BECTHbIE NpoBaiiaepsbl B PyHeTe
well known providers in Runet

Moaaep)kka Ha CTOPOHE cepBepa BCTPevaeTcs peako
Implementations seldom seen server-side

EcTb B 6pay3epax
Browsers support it

[MpoTnBOAENCTBNE aKTUBHbLIM aTtakam 1 NPoC/1yLLIMBaHUIO
Active attacks and monitoring mitigation
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Ancno3nuua
Disposition

FOCT-KpunTtorpadus:

OTKpbITas, eCTb OTKpbITble peanusaunn (OpenSSL);

ceilyac BCTpeyaeTcs Ha “cneunanbHbIX” canTtax;

MOXET NUCMOJIb30BaTbCA Ha BCEX calTax, HO MeLlatoT TPYAHOCTU C
6paysepamu (npumep: “AHaekc.bpaysep” ¢ CSP).

GOST crypto:

free, open source implementations exist (OpenSSL)

nowadays common on “special” websites;

could be implemented on all websites, if not “inhibited” by browser-
related obstacles (e.g. Yandex.Browser with CSP).
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Ancno3nuua
Disposition

CepTudomkarbl C KOPOTKMM CPOKOM Aencteus (3 mec.)
Short-term certificates (3 m.)

Let's Encrypt

[Mpeobnagaet eANHCTBEHHbIN YL,
Single CA predominates

RSA, not ECDSA

DoT and DoH — massively popularized

07/2021, STATDOM.RU
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(© @ hitps://audit.statdom.ru/#dns

audit.statdom.ru (beta.6.8) TexHMYEeCKMUHN LeHTpP MHTepHET

«TLA

OTKpbITbIA CEpBUC ayaUTa DE30MAaCHOCTH U KOPPEKTHOCTU HAaCTPOEK
UHTepHeT-y310B (Beta.6.8)

Cepsuc no3gongem nposepums mexHu4eckue napaMmempsl UHMepHeM-y3/a, adpecyemMo20 3a0aHHbIM UMEHEM Xocma.
lMposepsromcsa napamempeol DNS, TLS, HTTP(HTTPS), MX (3nekmpoHHas noyma). 1na Ha4ana nposepku egedume ums

y3/1a 8 popmame name.tld (Hanpumep, tcinet.ru).

facebook.com
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CNACBO SA BHUMAHHME!

AnekcaHap BeHealoXuH
https://tcinet.ru/



