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WHOIS DATABASE IN 
THE ERA OF GDPR  
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Personal data is the new oil of the internet and the new 
currency of the digital world . 
 

Meglena  Kuneva  
European Consumer Commiss ioner 

= 
https ://ec.europa .eu/commiss ion/presscorner/deta il/en/SPEECH_09_156  

https://ec.europa.eu/commission/presscorner/detail/en/SPEECH_09_156
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GENERAL DATA PROTECTION REGULATION (GDPR) 

 The GDPR was adopted on 14 April 2016 and became enforceable 
beginning 25 May 2018.  
 

 The goa l of the  GDPR is  to protect the  fundamenta l right of na tura l persons  
in re la tion to the  process ing of the ir persona l da ta .  
 

 GDPR is  the toughest privacy and security law in the world , has  become 
a  model for many na tiona l laws  outs ide  the  EU.  
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GENERAL DATA PROTECTION REGULATION (GDPR) 

1) Has exterritorial character - imposes  obliga tions  onto organiza tions  
anywhere , so long as  they ta rge t or collect da ta  re la ted to people  in the  EU. 
 
2) The fines for violating the GDPR are very high . There  a re  two tie rs  of 
pena lties , which max out a t €20 million or 4% of global revenue (whichever is 
higher). 
 

The biggest GDPR fines of 2019, 2020, and 2021 (so far)  
 Amazon — €746 million ($877 million) 
 Google  – €50 million ($56.6 million) 
 H&M — €35 million ($41 million) 
 TIM – €27.8 million ($31.5 million) 
 British Airways  – €22 million ($26 million) 

https ://www.tess ian.com/blog/bigges t-gdpr-fines -2020/  

https://www.tessian.com/blog/biggest-gdpr-fines-2020/
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PERSONAL DATA  
Art. 4(1) GDPR: 
 
‘Personal data ’ means  any information re la ting to an identified or identifiable  
na tura l person (‘da ta  subject’).  
 
 
 
 
 
 
 
⇒ Processing of personal data is subject to data protection principles 

and may be performed only on the basis of the relevant legal grounds.  
 
 

Ex.: names , email addresses , loca tion information, 
e thnicity, gender, biometric da ta , re ligious  be lie fs , web 
cookies , and politica l opinions  can be  persona l da ta . 
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LEGAL CONSEQUENCES 
Would it be possible to give free 
access to Registrant’s data (in case 
he/she is a natural person) in the 
WHOIS database?  

No, the WHOIS service had to 
change  
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ICANN PROPOSALS / PUBLIC DISCUSSIONS 

We are working to ensure compliance with this law [GDPR] while maintaining access to WHOIS to the 
greatest extent possible. 
 

 
President and CEO ICANN  
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PROPOSED INTERIM MODELS / ICANN (12.01.2018) 

Source: https://www.icann.org/en/blogs/details/data -protection-and-privacy-update-seeking-community-feedback-on-proposed-
compliance-models-12-1-2018-en  

Model 1  Model 2  Model 3  

Display a ll current  Da ta ,  
except do not display: (1) email  
and phone  number of  
regis trant, and (2) name and  
pos ta l address  of tech and  
admin contacts  

Display only technica l da ta  +  
email address  for Admin  
and Tech contacts  (do not  
publish the  name or any  
other da ta  about any  
regis trant) 

Do not display any persona l da ta  
in any regis tra tion  

To ga in access  to these  non-
public da ta  points , third pa rties  
would be  required to se lf-certify 
the ir legitima te  inte res ts  for 
access ing the  da ta  

To access  the  non-public 
information regis tries  and 
regis tra rs  would be  required to 
provide  access  only for a  defined 
se t of third-party reques tors  
certified under a  formal 
accredita tion/certifica tion 
program. 

 To access  non-public 
information, a  reques tor would 
provide  a  subpoena  or other order 
from a  court or other judicia l 
tribuna l of competent jurisdiction 

https://www.icann.org/en/blogs/details/data-protection-and-privacy-update-seeking-community-feedback-on-proposed-compliance-models-12-1-2018-en
https://www.icann.org/en/blogs/details/data-protection-and-privacy-update-seeking-community-feedback-on-proposed-compliance-models-12-1-2018-en
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“CALZONE MODEL” (28.02.2018) 
 The Proposed Interim Model maintains robust collection of registration data (including 

registrant, administrative, and technical contact information), but restricts  most  personal  
data  to  layered  access  via  an accreditation  program . 
 

 Certified  user  groups,  such  as law enforcement  agencies  and  intellectual  property  
lawyers , could  access  non - public  WHOIS data  based on pre-defined crite ria  and 
limita tions  tha t would be  es tablished as  part  of  the  formal  accreditation  program .  
 

 Users  without accredita tion for full WHOIS access  would ma inta in the  ability to contact  the  
registrant  or adminis tra tive  and technica l contacts , e ither through  an anonymized  email,  
web  form , or  other  technical  means . 
 

 The model would apply to a ll regis tra tions , without requiring regis tra rs  to diffe rentia te  
be tween regis tra tions  of lega l and na tura l persons .  

Source: https ://www.icann.org/en/sys tem/files /files /proposed-interim-model-gdpr-compliance-summary-description-28feb18-en.pdf  

https://www.icann.org/en/system/files/files/proposed-interim-model-gdpr-compliance-summary-description-28feb18-en.pdf
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TEMPORARY SPECIFICATION FOR GTLD REGISTRATION DATA 
Was adopted by the ICANN Board of Directors and took effect on 25 May 2018.  
 
-  maintains robust collection of registration data, but restricts access to registration data 
that may include personal data . In genera l, it represents  the  proposa ls  from the  “Ca lzone  
Model”. 
 
Access to Non - Public Registration Data  => Regis tra r and Regis try a re  required to: 
 
 provide reasonable access to non - public data to 3rd parties with legitimate interests , 

except where  overriden by interes ts  or fundamenta l rights  and freedoms  of da ta  subject;  
 provide access  where  Article  29 Working Party/European Data  Protection Board, re levant 

court, applicable  legis la tion or regula tion provides  gudiance  tha t provis ion of da ta  to specified 
cla sses  of users  is  lawful.  

 
Further community discuss ion will result in standardized unified access model to be  
implemented. 



12 

SYSTEM FOR STANDARDIZED ACCESS/DISCLOSURE (SSAD) 

The SSAD is a new system proposed to centrally handle 
requests for non - public registration data.  
 

Due to the  resource  inves tment and complexity tha t would 
like ly be  required to implement the  SSAD-re la ted policy 
recommenda tions  in a  timely and predictable  manner, the 
ICANN Board has requested an Operational Design Phase 
(ODP) Assessment to inform its deliberations , including 
whether the  recommenda tions  a re  in the  bes t inte res ts  of the  
ICANN community or ICANN. 
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IMPACT ON UDRP 
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IMPACT OF CHANGES TO AVAILABILITY OF WHOIS DATA ON 
THE UDRP: WIPO CENTER INFORMAL Q&A 

Source: https://www.wipo.int/amc/en/domains/gdpr /   

How can a trademark owner submit a UDRP complaint if the publicly - available WhoIs  
data does not provide the domain name registrant’s identity and contact details ? 
 
Brand owners ’ ability to file  a  UDRP case  should not be  foreclosed by the  GDPR. (+ even 
before  GDPR implementa tion, whoever wanted to regis te r a  domain name without making 
his /her da ta  public, could eas ily do it through the  so-ca lled privacy service providers)  
 
WIPO proposes to directly contact the registrar to request information about the 
registrant or use following procedure :  
1) The trademark owner can lodge a complaint against the infringing domain, based on the 

information available in the Whois.  
2) WIPO will request the registrar to provide complete Whois records, including information 

on the registrant (registrars are obliged to do that). 
3) Whois complete record will be then forwarded to the complainant which will have the 

possibility to amend its complaint within a few days, in light of the new information on the 
domain name’s ownership. 

 
 

https://www.wipo.int/amc/en/domains/gdpr/
https://www.wipo.int/amc/en/domains/gdpr/
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PROBLEMS THAT CONTINUE TO EXIST IN THE POST-GDPR 
ERA:  
1) The above described procedure extends the timing of the proceedings ! 

 
2) Consolidation of UDRP cases  
The  trademark owner may benefit from cons iderable  cos ts  reductions ! WIPO applies  USD 1500 from 
1 to 5 domain names  and USD 2000 from 6 to 10. => including more  domain names  regis te red by 
the  same entity in one  compla int is  much more  convenient than initia ting diffe rent procedures  for 
each one  of them. 
 
However, if the  identity of the  regis trant is  no longer ava ilable , it is  not poss ible  to know, in advance , 
if the  same subject has  regis te red more  domains , which could be  potentia lly included in one  
compla int! 
 
WIPO: “…it is  poss ible  tha t in the  absence  of regis trant contact information in the  public WhoIs , 
Panels  may increas ingly focus  on other indicia  of common control”. 
 
3) Obstacles to perform complete searches in Whois  records .  
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EUROSPORTBET.COM 
Eurosport  v. Domain Admin, Whois  Privacy Corp. and Kindred France  

Case No. D2021- 1419 
 

Eurosport filed a UDRP for EurosportBet.com:  
 
Eurosport trademark has existed since 1994 and the domain was registered in 2016, and the registrant 
has nothing to do with Eurosport. The respondents were the  domain  registrant  and the French 
company Kindred France. 
 
! The registrant was a member of the Kindred France affiliate program and all his or her data in the 
Whois record was  hidden  by  the  privacy  settings . 
 
The Kindred France representatives denied having anything to do with the registration and use of 
EurosportBet.com and refused a request to disclose the registrant’s identity, referring to the GDPR.  
 
However, the GDPR did not affect the panelist’s decision, and the  rights  to  the  domain  were  
transferred  to  Eurosport . 

 

Source: https://www.wipo.int/amc/en/domains/decisions/text/2021/d2021 -1419.html  

https://www.wipo.int/amc/en/domains/decisions/text/2021/d2021-1419.html
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RUSSIA 
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RUSSIAN PERSONAL DATA LAW 

 The framework act on data protection and privacy in Russia is the Federal Law “On 
Personal Data” dated 27 July 2006 No.152 -ФЗ, as amended (the “ Personal Data Law ”).  
 

 The Persona l Da ta  Law es tablishes  privacy principles , da ta  subject rights , genera l da ta  
process ing and protection requirements , da ta  breach procedures , functions  and powers  of 
the  da ta  protection authority, and so on. 
 

 Personal data means  any information relating to a directly or indirectly identified or 
identifiable natural person (“data subject”) (art.3(1) of the Personal Data Law ). 
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REGISTRARS MAY, BUT ARE NOT OBLIGED TO PROVIDE 
DATA 

Terms and Conditions of Domain Name Registration  in .RU and .РФ  
 
9.1.5. The Registrar may provide data about the full designation (name) of the 
Registrant and its location (domicile) under a substantiated written third party 
request featuring an obligation to use the received information for the purpose 
of bringing court action only.  
 

ADVOCACY REQUEST 

Usually, Registrars are ready to provide the data  

However, there may be refusals based on the Personal Data Law 
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RESPONSES TO ADVOCACY REQUESTS 

The information requested relates to personal data, therefore may not be disclosed …   
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RESPONSES TO ADVOCACY REQUESTS 

Partial disclosure of information (only name and address)  
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THE REPUBLIC OF BELARUS 
Decree of the President of the Republic of Belarus dated September 18, 2019 No. 350 
“On special aspects of the use of the national segment of the Internet ”  
 
Information on the domain names and on their owners (registrants) may be provided on a grant 
basis and without the consent of the registrant.  
 
I. To state bodies, courts, notaries  such information is provided in electronic form by means 
of nation-wide automated information system .  
 
II. To other persons  such information is provided by the technical administrator of the national 
domain zone on a basis of a written request for the purpose of protection of rights 
concerning the registered means of individualization .  
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ADDITIONAL 
QUESTIONS TO 
DISCUSS 
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REGISTRAR’S OBLIGATION TO STOP DELEGATION OF A 
DISPUTED DOMAIN NAME 
Is it possible to oblige Registrar to stop delegation of the domain name 
as a one of the possible means of enforcement of an exclusive right 
(request to suppress actions that infringe the right or create a threat of 
infringement)?  
 
- One of the main questions raised in the Minutes No. 26 of the meeting of the 
Scientific Advisory Board of the Intellectual Rights Court.  
 

One of the possible and effective measures 
to stop the functioning of an illegal web - site?  
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REGISTRAR’S OBLIGATION TO STOP DELEGATION OF A 
DISPUTED DOMAIN NAME 
Critical issues:  
 
 Registrars may not be liable for actions of Registrants and should not be treated 

as “information intermediaries”.  
 Terms and Conditions of Domain Name Registration in .RU and .РФ provide for 

an exhaustive list of grounds to stop delegation of a  domain name.  
 Termina tion of domain name de lega tion makes  it much more  difficult to access  

the  s ite  to which the  domain name addresses , but does not exclude the 
possibility to access this site.  

 Such measure  may be  excessive and limit access  not only to illega l content, but 
a lso to legal content.  

 It is  poss ible  to use  alternative measures provided by Roscomnadzor in cases  of 
viola tions  of copyright …  
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CONTACT DETAILS 

Moscow, B. Spasskaya str., 25, bldg. 3 

+7 (495) 937 6116 / 6109 

+7 (495) 937 6104 / 6123 

MaltsevN@gorodissky.com  

www.gorodissky.com  

© Gorodissky & Partners, 2021  

Thank you for your attention!  

mailto:pat@gorodissky.com
http://www.gorodissky.com/
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