Domain
Trust

Value for Registrars

“Building Trust in the Domain Name Eco-system”

@ GLOBAL @ CentralNic

ALLIANCE Registry
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* Increased brand reputation

» Added free value per customer/
WHAT'S IN THIS FOR REGISTRARS? domain

* Increased margin

* Lower risk

* Increase value to registrants

* Increase compliance

@ CentralNic

Registry

REASONS TO COLLABORATE
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DOMAIN TRUST.
COMPONENTS

DATA SHARING

Provides intelligence sharing
and data replication.

SCALE

Identifies common data sets,
which allows for wider scale
effectiveness.

TRUST

Maintains the source and
asserted certainty of the
data and data submitter.

TRANSPARENCY

Ranks data according to
provider and confidence.

Domain
Trust

&3 COMMUNITY

Ly
foyeigel Scales multiple data sources

to multiple users who are
able to take action.

ACTION

Facilitates data to other
platforms that can block
criminal sites.
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DOMAIN TRUST.

0097e0a589e36
0097e6a589%9e36. feedback
0097e6a58%e36.hosting
0097e6ab589%e36.0rg
0097e0ab589%9e306.tickets
01303881096bo6
01303881096b6.feedback
01303881096b6.hosting
01303881096bb6b.org
01303881096bob.tickets
0lalbefd739be
0lalbefd7395e. feedback
0lalbefd7395e.hosting
0lalbefd7395be.0rg
0lalbefd7395e.tickets
01d424abb’7129
01d424abb’7129. feedback
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DOMAIN TRUST.

THE MATRIX

Domain
Trust

Not Take Down
(allow list)

Take Down
(block list)

Law Enforcement or equivalent

Probable
(watch list)

Suspicion
(low-priority list)
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High confidence data Low confidence multi-TLD
is sent to responders domains are found

Suspicious data
is corroborated

DOMAIN TRUST.



Direct feed of malicious
domains to block

/

Domain «
Trust
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Improved protection
thanks to Domain
Trust
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Component
of the toolkit

Report on

malicious domains

Participants take direct action
against malicious domains
(take-down, block...)

DOMAIN TRUST.
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Positive marketing
Supply chain security
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Malicious domains

impersonating the organization, its
clients, suppliers...
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KEY PARTNERS TO DATE




@ CentralNic
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Information Commissioner’s Office

DOMAIN TRUST.
KEY PARTNERS TO DATE



WHAT'S IN THIS FOR REGISTRARS?

REASONS TO COLLABORATE

Increased brand reputation
Added free value per
customer/ domain
Increased margin

Lower risk

Increase value to registrants
Increase compliance

@ CentralNic

Registry
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THANK YOU.
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